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"Ethereum is an open blockchain platform that lets anyone build and
use decentralized applications that run on blockchain technology".

« the world computer »

Vitalik Buterin
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hlockchain.

Alice emet une transaction vers
smart contract enregistre dans la

HOW ETHEREUM WORKS?

@

resultats

La transaction déclenche 'exgcution
d’'une methode d'un smart contract
présent dans la blockchain.

La transactioi-a enregistrer est incluse
dans le bloc en.cours de formation.

Wallet .:

Bob consulte les donnees

enregistrees la blockchain en
appelant une méthode du smart
contract d'enregistrement.
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Lorsguun accord (a la majorite) est
obtenu, le bloc gagnant est confirme.
| est ajoute a la blockchain, et vient
completer le ledger partage et replique
sur chaque pair du réseau.

e |

Chague « miner » peut construire un
bloc, respectant les régles
communes, et le soumettre au
consensus des ses pairs.

4.

Le blac est verifie par les pairs
participants aU consensus, au regard
des regles communes.
Lorsqu‘un accord (a la majofite)-est
obtenu, le bloc gagnant est
confirmé



ACCOUNT ADDRESS ETHEREUM

public key

pub.X =904D1127AD59B93C45F02A2F80E8FCA122746BC77AAA1416A6BOFEOCS5D0982FD
pub.Y = 9AF40ADB96C0C92E59242E59EFBFDEF999FE120536C4B1F32F30BD8A1CFT1ABEA

. keccak256
, G 502 @ Hash computing
o @ Selection of 20 bytes LSB
ytes 416CC7CCH63FC93830750A3666A3CABFD83B3F832

... Upper Case | @ Computing and application of the mask (checksum)

f

- o SOy Keccak256(account address) > mask
- For each quartet accli] in account : if mask[i] >=8 and account|i] is a letter = take upper case letter
@ Upper Case Account Address
account

account = 416CC7Cc63Fc93830750a3666a3C4bfD83b3F832



Transaction from account to account

]
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Sz

tx =

'‘from': to_checksum_address(source),
'to": to_checksum_address(destinataire),

TWO TYPES OF TRANSACTIONS

\4

3 |

Ethereum account

\

change the account balance
source and destination account

'value': value,
'gasPrice’. self.conn.gasPrice,

'gas’: 2 * self.conn.estimateGas(),
'nonce’: self.conn.eth_getTransactionCount(source),

'‘chainld’; 1

}

tx = {
'value: 0,
'‘from': to_checksum_address(source),
‘chainld” 1,

Transaction from account to smart contract

Ethereum account

trig the code execution

=

'gas’: self.conn.eth_estimateGas(source),
t0": to_checksum_address(contract_address),
'gasPrice’: self.conn.eth_gasPrice(),

'nonce’: self.conn.eth_getTransactionCount(source),

'data’: method | arguments

}



EXEMPLE WITH GANACHE

Step OF deployment of the smart contract
Step Q . Provisioning of the user account

Step @) : Send a transaction from the user account to the smart contract

.
Ganache - + ¥

——

(&) TRaNsACTIONS

i

CURRENT BLOCK GAS C GAS LIMIT NETWORK ID RPC SERVER MINING 5T,
4 20 0 6721975 5777 HTTP://127.0.0.1:7545 AUTOMI

TX HASH

0x416311c84348e5e1¢93d7b2ad3dd819%e3aa845e23764ebdf9a4f08caa8fccbos
FROM ADDRESS TO COMTRACT ADDRESS GAS USED VALUE
Ox6f63DEe770Fc872bEb3276cf6DE7e6F507201f0a 0x081609486a38E6E22F80869e0DEDST557C621ECE?2 43786 a

TX HASH

0x24285f4cb88c5e826cfeef350b4cc5587f9b88ecf4472ddcb67112c44fbf8394

FROM ADDRESS TO CONTRACT ADDRESS GAS USED YALUE
OxD57583A7695e29F0E3FTd42D9460e7d7916279FE 0x%c2193e00Aaf810206934fD4O5404E209b25B4TRBE 21668 100000000000 00000006
TX HASH

0x4183d8296c453b99e695¢c99d71f216afab478eafdd85d3b8db39f9d37a7049d8

FROM ADDRESS TO CONTRACT ADDRESS GAS USED YALUE
0x2f74ee5560f92f8a574fCacBDEd343T4Ce2519kbb @x6f63DEe770FCc872bED3276CcfEDB7e6T507201F0a 216080 10000000000000000006
TX HASH

OxaB4ea25bf8a46c529¢8846293f2c47d9e7c7bc7112ad0e2d249236453Fe397bf
FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE

Bx17f57f28566BFaf8FbF4Ff27ad9ef2091dcd46Fb Bx00109486a38E6E22F80869e9DEDST557C621ECE2 400684 2]



The code of the smart
contract is executed by
each validator node in a
virtual machine (EVM)

The consensus is on the
result of the execution

CURRENCY VERSUS TOKE

N

distributed application

- LR

smart contracts

consensus blockchain

reseau P2P

-

Token
A token is coded through
a smart contract

Currency

The crypto-currency is
created thanks to the
incentive
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-Usages

Money transfer

Store of value

Unit of account

... required to deploy smart contracts
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Utﬂlty Token
" may provide an access right
" enables access to an asset or a service provided via a blockchain

Security Token: Standard ERC-1400
" inherits the characteristics of fungible tokens ERC-20 (or non fungible ERC-721)
= signifies the ownership of property or value
" jsregulated in terms of identity, jurisdiction, or value used




TOKEN ERC20

Ethereum Improvment Proposal (EIP) = Implementation of ERC in Solidity language

https://eips.ethereum.org/EIPS/eip-20

= provides the prototype of the standard functions of the ERC20 token smart contract, which
implements a record book accessible to users from their account address

" The reference implementations:

- openzeppelin : https://github.com/OpenZeppelin/openzeppelin-contracts/
- consensys : https://github.com/ConsenSys/Tokens/

10


https://eips.ethereum.org/EIPS/eip-20
https://github.com/OpenZeppelin/openzeppelin-contracts/
https://github.com/ConsenSys/Tokens/

TRANSFER FROM ACCOUNT TO ACCOUNT 1/2

blockchain
aosoose60 )
o smart contract ERC-20
t L Ox37ef...20b4 I « our-coin »
our-coin-address
M .. oxife... 3492
+ holder account balance
'," o 0x2299 ... 3aby Ox37ef...20b4 100
ﬂ 0x1f59...3492 100
Ox$bas . . . ae22 0x2299...3ab7 100
% & Ox4ba5...ae22] 100
1l OX%Q...MSd 0x4919...413d 100
0x93f1...1b09 100
|, 0x93f1 . .. 1b09 0xd8f0...c028 100
, o 0xe20b...93b6 100
OXagR . . . 0028 Total supply 800

| Oxe20b . .. 93b6



TRANSFER FROM ACCOUNT TO ACCOUNT 2/2

)
__ 0x1f59...3492 — >
transfert(dst = 0x93f1...1b09, amount = 10)

@
®-—

balanceOf(account = Oxd&8f0...c028)
1100

smart contract ERC-20

« our-coin »

holder account balance
Ox37ef...20b4 100
0x1f59...3492 90
0x2299...3ab7 100
0x4ba5...ae22 100
0x4919...413d 100
0x93f1...1b09 110
Oxd8&f 2 100
Oxe20b...93b6 100
Total supply 800

12



TRANSFER FROM ACCOUNT TO CONTRACT 1/2

smart contract ERC-20
% « our-coin »

OX1f59 . . . 3400 = holder account balance
approve(dst = 0x93f1...1b09, amount = 10) Ox37ef. .. 20b4 100
Ox1f59...3492 90

0x2299...3ab7 100
x4 22 100
0x4919...413d 100

/ 110
smart 0xd8f0...c028 100
contract —> (0xe20b...93b6 100
« my-app » Total supply 800

transfertFrom(src = 0x159...3492, dst = 0x93f1...1b09, amount = 10)



TRANSFER FROM ACCOUNT TO CONTRACT 2/2

‘ Sender I ‘ TokenContract I SendceContract

! approvelServiceContract.priceService] }1: :
| | !
i
|
|

 storeDataldata) ,
-,

: transferFrom{Sender,priceService)] |
g T I e e
l

-
|
‘ Sender I ‘ Tnkenccﬁntrac:tl SendceContract

The user sends two transactions, which implies:
= To pay twice for gas,
" Tointroduce a vulnerability regarding either the possibility of being charged without the service
being provided, or the service being provided without being charged,
= Hence the use of requirement in the service smart contract code.

function storeData( uint256 _data ) public{
require(tokenContract.transferFrom(msg.sender, receiver, 1));
dataBase[msg.sender] = _data;

14



IMPROVED ERC20

Sender I Tf:-lr:-enc:c-ntractl SendceConbract I

approvesndCalliServiceContract, priceService datal :-1:

: receiveApprovallSender priceSendce, TokenC orntract  data)

. S

:*-E transfarFrom{Sender, priceService

i
‘ Sender I ‘ Tmhent:c-ntractl SendceContract

[

An improvement to the standard ERC20 smart contract is to use the function approveAndCall :
" This function is not standard
= |tis sent to the token smart contract, which calls the service and then debits the account
= The code of the function approveAndCall combines several functions, which makes it less
optimal than using the two transactions in the previous case

15



TOKEN ERC223

‘ Sender I ‘ TCIHEF‘ICCIF‘ItFECtI ‘ Sewicef:r:ﬂtractl

I I

| : : : '

 transfer{ServiceContract,priceService, data) o
|
.
|

‘ cender | ‘ T-:I{Ean:-ntractI SernviceContract

With ERC223, the user sends only one transaction with the function transfer which is modified compared
to the ERC20 reference implementation:
= transfer invokes the function tokenFallBack to initiate the inter-smart contract transaction to the
service smart contract
" This enables less gas to be used than in the two previous cases.
" This potentially opens up a vulnerability depending on how carefully the code for the new function
transfer is written : if the service fails, the account should not be debited, but the gas is lost
16



VULNERABILITIES

Smart Contract Weakness Classification and Test Cases
https://swcregistry.io/

Exemple

mapping (address => uint32) private _balances;

function _transfer(address sender, address recipient, uint32 amount) internal virtual {
require(sender != address(0), "ERC20: transfer from the zero address");
require(recipient |= address(0), "ERC20: transfer to the zero address");

_beforeTokenTransfer(sender, recipient, amount);
_balances|[sender] = _balances|[sender] - amount;

_balances]recipient] = _balances][recipient] + amount;
emit Transfer(sender, recipient, amount);

17


https://swcregistry.io/

service.sol

COMPILATION 1/2

ERC20.sol

smart contract

Store
>
bytecode

smart contract
ERC20

>
N EES
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COMPILATION 2/2

BasicToken = pyeth.contracts.contract('BasicToken,
b'608060405234801561001057600080fd5b50610417806100206000396000f300608060405260043610610057576000357¢c0100000000
000000000000000000000000000000000000000000000000900463ffffffff16806318160ddd1461005¢57806370a0823114610087578063
a9059cbb146100de575b600080fd5b34801561006857600080fd5b50610071610143565b60405180828152602001915050604051809103
90f35b34801561009357600080fd5b506100c860048036038101908080357 3ffffffffffffffffffffffffffffffffffffff16906020019092919050505
061014d565b6040518082815260200191505060405180910390f35b3480156100ea57600080fd5b5061012960048036038101908080357
ffffffffffffffffffrrrrFFrffffff{f16906020019092919080359060200190929190505050610195565b60405180821515151581526020019
1505060405180910390f35b6000600154905090565b6000806000837 3ffffffffffffffffffffffffffffffffffffffff1673frffffffffffrrrrrrrrrrrrrrrrrrrireees
ff168152602001908152602001600020549050919050565b6000807 3ffffffffffffffffffffffffffffffffffffffff168373ffffffffffffffrfffffrirrrrfffffff
fff16141515156101d257600080fd5b600080337 3ffffffffffffffffffffffffffffffffffffffif1673fffffffffffffffffffrrrrrfrrrrrfffffff1681526020019081
5260200160002054821115151561021f57600080fd5b61027082600080337 3fffffffffffffffffffffffffIifiiffffff1673ffffifrrirrrrfrrrrrfffrf
fiffffffff168152602001908152602001600020546103b490919063ffffffff16565b600080337 3ffffffffffffffffffffffffffffffffffffff1673fffffffffff
frfffffffrffFFFFFfffffffffff1681526020019081526020016000208190555061030382600080867 3ffffffffffffffffffffffffffffffffffffffff1673ffIffffff
feffffffrrfrrrFFFffffffffffff168152602001908152602001600020546103cd90919063ffffffff16565b600080857 3ffffffffffffffffffffffffffffffffffff
ff167 3 ffffffffffffffffffff16815260200190815260200160002081905550827 3fffffffffffffffffffffffffffffffffif163373ffffffffff
A ffff167fddf252ad1be2¢c89b69¢c2b068fc378daa952ba7f163c4a11628f55a4df523b3ef8460405180828152602001915
05060405180910390a36001905092915050565b60008282111515156103¢257fe5b818303905092915050565b60008082840190508381
101515156103e157fe5b80915050929150505600a165627a7a72305820cff23211765033dd90f987a9d06d2bcd0cfOf6861d5¢c440616ec78
15¢440aeb10029),
[{"constant":true,"inputs":[],"name":"totalSupply","outputs":[{"name":"","type":"uint256"}],"payable":false,"stateMutability":"view","type":"function
"1,{"constant":true,"inputs":[{"name":"_owner","type":"address"}],"name":"balanceOf","outputs":[{"name":"balance","type":"uint256"}],"payable":fa
Ise,"stateMutability":"view","type":"function"},{"constant":false,"inputs":[{"name":"_to","type":"address"},{"name":"_value","type":"uint256"}],"nam
e":"transfer","outputs":[{"name":"","type":"bool"}],"payable":false,"stateMutability":"nonpayable”,"type":"function"},{"anonymous":false,"inputs":[{
"indexed":true,"name":"from","type":"address"}{"indexed":true,"name":"to","type":"address"},{"indexed":false,"name":"value","type":"uint256"}},"n
ame":"Transfer","type":"event"}])

19



BasicToken.sol

pragma solidity *0.4.18;

import "./ERC20Basic.sol";
import “../../math/SafeMath.sol"

contract BasicToken is ERC20Basic {
using SafeMath for uint256;

mapping(address => uint256) balances;
uint256 totalSupply_;

function totalSupply() public view returns (uint256) {
return totalSupply_;

}

function transfer(address _to, uint256 _value) public returns (bool) {
require(_to !'= address(0)); require(_value <= balances[msg.sender]);
balances[msg.sender] = balances[msg.sender].sub(_value);
balances[_to] = balances[_to].add(_value);
Transfer(msg.sender, _to, _value);
return true;

}

function balanceOf(address _owner) public view returns (uint256 balance) {
return balances[_owner];

}

20



DEPLOYMENT 1/2

smart contract smart contract
ERC20 Store

ﬂ a

include the ERC20 smart contract
address during deployment

& ’ - blockchain

name : our-coin name : app-store |
address : our-coin-address address : app-store-address
= 0x31e0...8aac = 0x6cal...4d05

21
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DEPLOYMENT 2/2

smart contract smart contract
ERC-20 Store

TR

Programming language of your choice
(Javascript, python, Java, C/C++...)

FaceBouc Store, Gogole Store, Sovereign Store...

download
configure
utilize

v

v

] u



library openzeppelin, htt of,?: i
contracts/tree/master/con’Er' ts,

0N YA WN

library consensys, https://gi -r-rfw{:::*

Solidity readthedocs, https://d 5ES.< oli
Solidity by example, https://docs S -ML
Solidity github, https://github. com etherel
Vyper readthedocs, https: //vvper read =
Vyper by example, https://vyper. readthed CS

Vyper github, https.//glthub.com/vvperlang/‘w.
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https://github.com/OpenZeppelin/openzeppelin-contracts/tree/master/contracts/token
https://github.com/ConsenSys/Tokens/
https://docs.soliditylang.org/en/latest/
https://docs.soliditylang.org/en/latest/solidity-by-example.html
https://github.com/ethereum/solidity/
https://vyper.readthedocs.io/en/stable/
https://vyper.readthedocs.io/en/latest/vyper-by-example.html
https://github.com/vyperlang/vyper

