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A crackme example: Easy but a good one to start !

Author : Emmanuel Fleury (University of Bordeaux)

launch it !
1 $ ./ crackme

2 Enter password:

3 mypass

4 Wrong password
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Open with IDA
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Static view

Strange loop ?

IDA seems to not be able to understand the code

Strange loop + IDA lost = usually self modifying code
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Let’s play with gdb
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Let’s put a breakpoint just after the loop, and see what happened ?

1 (gdb) b *main +78

The code has changed !
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Go deeper

A new loop appears !
In ESI : 0x8048465
In EDI : 0x804852d
The loop takes each byte of ESI, subtracts by one, and compares
with one byte of EDI (and shift ESI/EDI).
The first byte of ESI -1 is compared to the first byte of EDI,
The second byte of ESI -1 is compared to the second byte of
EDI,. . .
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Let’s have a look to what is inside ESI and EDI !

1 (gdb) b *main +88

2 Breakpoint 1 at 0x8048521

3 (gdb) run

4 Enter password:

5 mypass

6 Breakpoint 1, 0x08048521 in main (

7 (gdb) x/s $esi

8 0x8048465 <frame_dummy +53>: ‘‘mypass ’’

9 (gdb) x/s $edi

10 0x804852d <main +100>: ‘‘67fdA2D ’’ ) <++>

(x/s -> print value as a string)

So the loop takes each character of “mypass” minus one, and
compares to “67fdA2D”.
Let’s take each character of “67fdA2D” plus one as password :
78geB3E

1 $ ./ crackme

2 Enter password:

3 78geB3E

4 $

We have a shell ! Crackme pwned !
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Bonus

Few words about the strange loop

ESI = @main+88
EDI = ESI
Then the loop takes each bytes of ESI, xor with 0xAA, and saved
the results in EDI
So this loop xor the code from @main+88 (remark : and the loop is perfomed 12

times, because of the value of ECX. . . )
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