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@ A crackme example: Easy but a good one to start ! J

@ Author : Emmanuel Fleury (University of Bordeaux)

launch it !

$ ./crackme
Enter password:
mypass

Wrong password

RIS
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Open with IDA

public main
Rain proc near

ROy ebp, esp
Ve
1oc_sousucs:
esp, 4
and  esp, OFFFFFFFON
agd  esp, n
push  offset Format Enter password:\n
call  _printf
nou  @sp, ebp
mou  ebp, es
sub  esp, oCh
and  esp, OFFFFFFFON
agd  esp, och
push
push  offset byte_sou
push 0
call  _read
nou  esp, ebp
nou  edx, eax
dec
mou  bute ptr [eaxs 1.8
mou  esi, offset loc_8048523
mou  edi, esi
mov  ecx, 120
v
oc_souss11:
1odsb
xor al, eaAn
stosb
loop  loc_8ussit
L2
oy esi, offset byte 8048465
mou  edi, (offset loc_80u852C+1)
mou  ecx, edx
v
Loc_souss23:
push  es
P
bound  eax, [edivenxxs]
lea  ecx, [eaxs52n]
inc x
Loc_80uss2c:
mou”  ds:OCECCIDOCH, al
CETT T
I



@ Strange loop ?

@ IDA seems to not be able to understand the code

@ Strange loop + IDA lost = usually self modifying code
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Let's play with gdb
(gdb) disas main
Dump of assembler code for Function main:

0x080484C9
0x080484ch
0x080484ce
0x080484d1
0x080484d4
0x080484d9
0x080484de
0x080484e0
0x080484e2
0x080484e5
0x080484e8
0x080484eb
0x080484ed
0x080484F2
0x080484F4
0x080484F9
0x0804847b
0x080484Fd
0x080484Fe
0x08048505
0x0804850a
0x0804850C
0x08048511
0x08048512
0x08048514
0x08048515
0x08048517
0x0804851c
0x08048521
0x08048523
0x08048524
0x08048525
0x08048528
0x0804852b
0x0804852C
0x08048531
0x08048533
0x08048534
0x08048535
0x08048537
0x0804853a
0x0804853d
0x08048540
0x08048545
0x0804854a
0x0804854C

<+0>:
<¥2>:
<4551
<+8>:
<+11>:
<+16>:
<+21>:
<+23>:
<+25>:
<+28>:
<+31>:
<+34>:
<+36>:
<+41>:
<+43>:
<+48>:
<+503:
<+52>:
<+53>:
<+60>:
<+65>:
<+67>:
<+72>:
<+73>:
<+75>:
<+76>:
<+78>:
<+83>:
<+88>:
<+90>:
<+91>:
<+92>:
<+95>:
<+98>:
<+99>:
<+104>:
<+106>:
<+107>:
<+108>:
<+110>:
<+113>:
<+116>:
<+119>:
<+124>:
<+129>:
<+131>:

%esp, %ebp
sub  $ex4,%esp
and  SexffFFFffe,%esp
_add __Sox4,%es; _
i [Push ~50x8048454
(all 0x8048360 <printfeplt>
—WebpTResp™
mov  %esp,%ebp
sub  $exc,%esp
and  SexffffFffe,%esp
d
push  $6x9
push  $0x8048465

| push  Sexe
call __0x8948350 <read@pltz
mov  %ebp, %esp
mov  %eax,%edx
dec %edx
movb  $6x0,0x8048464(%eax)
mov  $6x8048523%esi
mov  %esi,%edi

DOV . SOX12,%QCK
lods  %ds:(%esi),%al
xor  $6xaa,%al
stos  %al,%es:(%edi)

L loop  0x8048511 <mains+72>
mov $BXB04BAL5 , Fesi
mov  $6x804852d,%edi
mov  %edx,%ecx
push  %es
push  %esp
bound %eax, (%edi,%ebx,8)
lea 0x52(%eax) ,%ecx
inc  %ecx
mov  %al,excecc9doc
jmp  6x80484ch <main+2>
out  %al,(%dx)
stos  %al,%es:(%edi)
mov  %esp, %sbp
sub  $68x4,%es
and Sﬂxfffffffﬂ %esp
add  $ex4,%esp
push  $6x804856b
call  0x8048370 <system@plt>
mov  %ebp,%esp
xor  %eax,%eax

Call to prlntf (enter password )

. |

Call to read (get input from user)

—SOALHES D e e e — = = = = = = = — — —

The strange loop
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Let's put a breakpoint just after the loop, and see what happened ?

1 (gdb) b *main+78

bunp of essenvler code Tor function not

0x080484c5 < esp tetp
i )
I e Sewirrriroess
<+82i  add  50xd,Nesy
D push  Sexsagdsd
<16 call  oxaeds3ce <printfgplts
<21>: mov  ¥ebp,¥esp
<423>: mov  Xesp)¥ebp
<25 sub  sexe esy
<428>:  and  SOXFTFTffo,xesp
<ani add esp
<34t push  Soxo
<362 push  Soxsoasass
<at>:  push  sxo
<+43si  call  OxB048350 <read@ple>
48> mov  %ebp,¥esp
56> mov  Neax,¥edx
<ws2si dec  %edx
<453si movb  S0x0,0x8048464(%eax)
<468>i  mov  Sx8048523,%est
65 mov d
<sTsi o 3, %ec
7250 lods  wds:(dest) %l
<73: xor  Sexaa,xal
7S stos  Xalxes:(vedt
<476>:  loop  0x88amS1l <malniT>
478> mov  50x8048465 e
<483 mov  Soxsosssadsedt
<vss>:  mov  Xedx,¥ecx
oo lods asifestma
<o1si dec
S G enokedu,ma
D31 ne oxaedsase metneisss
<+96>:  loop  0x8048523 <nain+se>

0x8048535 <nain+108>

ex7Cheax Keax, 1), 121

0x8048370 <systengple>
ebp, %esp
earx, %

feicient B Eiiouoe The code has changed
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(gdb) disas main
bunp of assenbler code for function main:

©x080484c9
ox080484ch
ox080484ce
0x080484d1
0x080484d4
0x080484d9
0x080484de
0x080484e0
0x080484e2
0x080484e5
0x080484e8
0x080484eb
ox080484ed
0x080484F2
0x080484F4
0x0804849
©x080484fb
0x080484Fd
ox080484fe
008048505
00804850
00804850
008048511
0x08048512
0x08048514
008048515
008048517
0x0804851C

0x08048524
0X08048525
0x08048528
0x0804852b
0x0804852C
0x08048531
0x08048533
0x08048534
0x08048535
0X08048537
0x0804853a
0x0804853d
0x08048540
0X08048545
0x0804854a
0x0804854C <

<+131>:

s%esp, %ebp

Dump of assembler code for function main:

0X080484c9 <+0:

sub  $ex4,%esp 0x080484cb
and $exfFFFfffe,%esp 0x080484ce
add  $60x4,%esp 6x080484d1
push  $0x8048454 0x080484d4
call  0x8048360 <printf@plt> ©x080484d9
mov. %ebp, %esp 0x080484de
mov  %esp,%ebp 6x080484¢0
sub  $exc,%esp 0x080484€2
and  SexffffFffe,%esp 0x080484e5
add $oxc, %esp 0x080484e8
push  $6x9 6x080484eb
push  $0x8048465 Before loop 0x080484ed
push 3 0x0804842
call  0x8048350 <read@plt> 0x080484f4
mov  %ebp,%esp 6x0804849
mov  %eax,%edx 0x080484fb
dec  %edx 0x080484fd
movb  $0x6,0x8048464(%eax) 0x080484fe
mov  $0x8048523,%esi 6x08048505
mov  %esi,%edi 0x0804850a
mov  $6x12,%ecx 0x0804850C
lods  %ds:(%esi),%al 0x08048511
xor  $oxaa,%al 6x08048512
stos  %al,%es:(%edi) 0x08048514
loop  0x8048511 <main+72> 0x08048515
mov  $6x8048465 %esi => 0x08048517
mov  $0x804852d ,%edi 6x0804851C
mov __%edx,%ecx — o . . __ __ oxggp48s52l
push™ %es 0xB8048523
push  %esp | 0x08048524
bound %eax, (%edi,%ebx,8) 608048526
lea  ox52(%eax) %ecx |  oxesedsser
inc  %ecx 0x08048529
mov. %al,0xcecc9d9c 0x0804852b <+98>:

jmp 0x80484cb <main+2>

out %al, (%dx)

%al,%es: (%edi)

The code
has changed }

sub  $0xd4,%esp
and  SexffFFFffe,%esp
add  Sex4,%esp

L .xese48s2d_<+16@a:
0x0804852e <+101>:
0x0804852f <+102>:
0x08048530 <+103>:
0x08048531 <+104>:
0x08048532 <+105>:
0x08048536 <+109>:

push  $0x804856b 0x08048538 <+111>:
call  0x8048370 <system@plt> 008048539 <+1125:
mov  %ebp,%esp 0x0804853b

Xor _%eax.%eax . . o = == = = 0X28p4853d

e =

aaa
datal6
fs

inc
xor

%esp,%ebp
$0x4,%esp
SoxfIFFfffe,%esp
50x4,%esp
$0x8048454
©x8048360 <printfeplt>
%ebp,%esp
%esp,%ebp

S0xc, %esp
SoxfFFfffe,%esp
sexc %esp

Sexamams

After loop
©x8048350 <read@plt>
S%ebp, %esp
Sheax, %edx
%edx
$0x0,0x8048464(%eax)
$0x8048523, %esi
shesi,%edi
$0x12,%ecx
%ds : (%esi),%al
Sexaa,%al
s%al,%es: (%edi)
©x8048511 <main+72>
$0x8048465, %esi
$0x804852d, %edi

siedx, — = =
Tds:(ResU) TRl . o
%al

%es: (%edi),%al |
0x8048550 <main+135>
©x8048523 <main+90>

©x8048535 <main+108> |

A new loop appears !

%ecx
-0x77(%eax, %eax,1),%al
$0x83,%eax

(%dx) ,%al

50x83,%al

S0xf0,%al

SAX4,%ESP — — — —



Go deeper

A new loop appears !

In ESI : 0x8048465

In EDI : 0x804852d

The loop takes each byte of ESI, subtracts by one, and compares
with one byte of EDI (and shift ESI/EDI).

The first byte of ESI -1 is compared to the first byte of EDI,
The second byte of ESI -1 is compared to the second byte of
EDI,. ..

=> 0X08048517 <+78>: mov  $0x8048465,%esi
0X0804851C <+83>: mov  50x804852d,%edi
OX0B048521 <+88>! mmllOV mmm $OLMe HECUm mmm  mm  m — — m— m— — —
0x08048523 <+90>: lods  %ds:(%esi),%al Put one byte of ESI in AL 1
0x08948524 <+91>: | dec  %al u
0x08048526 <+93>: scas  %es:(%edi),%al Compare AL with one byte of EDI |
0X08048527 <+94>: T yne T oxBOABSSH <matn+13sxT T T o o/ /o= =
0X08048529 <+96>: loop  ©x8048523 <main+90>

0x0804852b <+98>: jmp 0x8048535 <main+108>
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Let's have a look to what is inside ESI and EDI ! )

(gdb) b *main+88

Breakpoint 1 at 0x8048521

(gdb) run

Enter password:

mypass

Breakpoint 1, 0x08048521 in main (
(gdb) x/s $esi

0x8048465 <frame_dummy+53>: ‘‘mypass’’
(gdb) x/s $edi

0x804852d <main+100>: ¢ ‘67fdA2D’’ )<++>

(x/s -> print value as a string)

So the loop takes each character of “mypass” minus one, and
compares to “67fdA2D".

Let's take each character of “67fdA2D" plus one as password :
78geB3E

$ ./crackme
Enter password:
78geB3E

$

We have a shell | Crackme pwned !
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Bonus

. e s 1 s . .
0x08048505 <+60>: mov $0x8048523,%esi Put @ main +90 in ESI

©x0804850a <+65>: mov  %esi,%edi EDI = ESI ( = @main+90)
8x0804850C <+67>:  mov  $BX12,%ecx

6x08048511 <+72>:  lods  %ds:(¥esi),%al Xor byte to byte ESI
0x08048512 <+73>: xor S$0xaa,%al wuth OxAA and put in EDI
6x08048514 <+75>:  stos  %al,%es:(%edi)

0x08048515 <+76>: Tloop 0x8048511 <main+72>

Few words about the strange loop

ESI = @main+388

EDI = ESI

Then the loop takes each bytes of ESI, xor with 0xAA, and saved
the results in EDI

So this loop xor the code from @main—-+88 (remark : and the loop is perfomed 12

times, because of the value of ECX...)
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